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Abstract: China is promoting the National Demonstration Eco-Industrial Park Program
through the establishment of national eco-industrial parks (EIPs) founded on the concept of
industrial symbiosis (IS). However, IS networks can be wvulnerable to unanticipated
perturbations such as sudden collapse/drop-out of an enterprise or the variations in waste
quality, which constrain the sustainable development of EIPs. In such cases, we used Qijiang
Industrial Park in Chongging, China, as the case to construct a material and energy exchange
network, and the evaluation indicator of vulnerability is put forward based on traditional
topological metrics such as node/edge betweenness and global efficiency. We then conducted
simulation experiments including single node failure and edge failure considering cascading
failure to measure each enterprise’s and energy/material flow’s destructive effect on the entire
network. The result imply that the statuses of enterprise and energy/material vary considerably.
Enterprises located in further upstream have relatively large influence in general, and the
upstream exchange of energy/material influence the IS system to a large extent. Additionally,

synergetic exchanges with larger amount have larger influence on the IS system. Based on our
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findings, we recommended design and management strategies, such as enterprises adopting a
more flexible sourcing and production strategy for various wastes/by-products, increasing the

connectivity of EIP, and promoting informationization, to lower the vulnerability of IS system.
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1. Introduction

Since Lowe, formerly the director of the Indigo Development Institute in the United States,
first proposed the concept of Eco-Industrial Parks (EIPs) in 1995 (Lowe and Evans, 1995),
many countries have subsequently actively explored and established various EIPs (Behera et
al., 2012; Berkel et al., 2009; Gibbs and Deutz, 2005; Park et al., 2008; Sakr et al., 2011; Veiga
and Magrini, 1996). EIPs entail both economic and environmental benefits that can be achieved
through exchanges of wastes and by-products, step-by-step utilization of materials, energy and
water, and infrastructure sharing among enterprises (C6té and Hall, 1995). Recently, Lombardi
and Laybourn (2012) have proposed expanding the definition of EIPs to include “the exchange
of knowledge, information, and expertise” which also “positively influences the physical flows
of materials and energy” considered as sources of innovation.

When it comes to development of industrial symbiosis (IS) and EIPs, China should certainly
be put at the center of the ongoing discussion and exploration (Shi et al., 2012). In 2001, to
reconcile economic growth and environmental management, China launched its National
Demonstration Eco-Industrial Park Program (Lombardi et al., 2012). Up to January 2016, 31
demonstration EIPs had passed the state examination, and there are altogether 77 national
demonstration EIPs which have been authorized construction (MEPPRC, 2016). From Fig.1
we can see that the number of EIPs authorized construction per year is increasing, which is
especially obvious since 2010.
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Fig.1. Numbers of the EIPs authorized construction per year.

While IS networks are highly complex and resource efficient with substantial economic
and environmental benefits to the participating industries, they can also be vulnerable to
unanticipated perturbations (Chopra and Khanna, 2014), because an EIP’s establishment is
influenced by numerous internal and external factors (Mannino et al., 2015; Veleva et al., 2015).
A disturbance affecting even one industry (or node in the system) may lead to a domino effect,
resulting in cascading impacts on the rest of the network (Allenby and Fink, 2005; Boons and
Spekkink, 2012).

The instability of an IS system may emerge due to its special characteristics in ecological
connections and developing environment (Wang et al., 2013). Additionally, Zhu et al. (2013)
pointed out that a lack of prevention measures against the risk of an eco-industrial development
is one of the major problems in China. Because of the fast pace of changes in markets and
resources, and their complexity, production activities are difficult to coordinate, lacking
effective integration of flows in materials, energy, and information between enterprises. As a
result of fluctuations in material flows, downstream firms are unable to predict variations in the
material components of upstream firms. Moreover, they cannot respond in a timely manner to
ruptures in the industrial chain, changes in operation processes, or risks associated with product
quality. This makes it difficult to achieve stable operation of the industrial chain and seriously
impacts on the development of EIPs. Even the globally recognized Danish EIP, Kalundborg
Industrial Park, has demonstrated a certain degree of vulnerability. For instance, in 1995, during
a routine analysis of product components, it was discovered that gypsum at the Gyproc gypsum
factory within the park contained a large amount of vanadium. Vanadium is a metallic element
that can have detrimental effects on people. After conducting a comprehensive survey, the
researchers eventually discovered the reason for the contamination of the gypsum with
vanadium. This was because the Asnaes power plant was using a new kind of cheap fuel
containing vanadium sourced from Venezuela. Vanadium was conveyed through the flow of
materials within the symbiosis network, passing from upstream enterprises all the way to
downstream enterprises. Eventually, the Asnaes power plant was compelled to improve its
equipment to prevent the accumulation of vanadium in the gypsum and products of the flue gas
desulfurization (FGD) device that led to the contamination of other products. This was not only
costly in terms of time and money, but it also lowered the credibility of the gypsum factory. As
Baldwin et al. (2004) have noted, technological changes and innovations, new external
pressures, mergers and takeovers of enterprises, and other changes at Kalundborg Industrial
Park will significantly influence the IS system, perhaps even resulting in its collapse. Cases of
failing EIPs in China are not new. An example is the failure of an EIP, in Inner Mongolia that
exploited the local coal, which was rich in aluminum and gallium, forming an industrial chain.
The production process was as follows: coal mining— coal— electricity— chemical coal
industry— extraction of alumina/gallium oxide from coal ash— production of environmental
protection materials from silicate-calcium slag. However, because of the fast-changing market,
some key enterprises were unable to sustain production and dropped out, eventually leading to
the collapse of the entire IS network.

The above examples are indicative of the widespread occurrence of instability in relation to
EIPs, significantly impeding their development. Since most synergies in an IS network may be
a result of social interactions between managers and owners of industries, the resulting network



may not be strategically planned and be coincidental in nature, which makes it vulnerable to
unforeseen and catastrophic events (Bain et al., 2010; Chertow, 2000, 2007; Ehrenfeld and
Gertler, 1997). In real industrial systems, the production flow sometimes stops as a result of
disruptions. Generally, disruptions could be categorized as (1) random changes, such as
equipment faults/seasonal variations/operation errors, and (2) deliberate changes, such as
process upgrading/shutting down of high-polluting companies (Li and Shi, 2015). The sudden
collapse/drop-out of an enterprise or the variations in waste quality can significantly affect the
operation of an IS system.

More and more scholars have taken note of the instable phenomenon taken place in IS system
and tried to solve the problem using various approaches. There are three similar terms to
describe the property of IS networks under disturbance: resilience, stability and vulnerability.
Resilience was introduced to the ecological literature by Holling (1973), defined as the ability
of a system to absorb changes and still persist, and distinguished from stability- the ability of a
system to return to an equilibrium state (Zhu and Ruth, 2013). While the central idea of the
often-cited definition of vulnerability is that vulnerability is the degree to which a system is
susceptible to and is unable to cope with adverse effects (McCarthy et al., 2001). Despite the
difference between the three concepts, the aim of research in the three aspects is common - to
develop robust and credible measures, to incorporate diverse methods that include perceptions
of risk and vulnerability, and to incorporate governance research on the mechanisms that
mediate vulnerability and promote adaptive action and resilience (Adger, 2006). Hardy and
Graedel (2002) applied food-web theory to a set of 19 actual and hypothetical eco-industrial
parks and integrated biosys-tems and found that increased connectance in industrial ecosystems
did not necessarily imply increased stability or improved environmental performance. Chen et
al. (2012) analyzed 88 sample recycling projects in 23 eco-towns in Japan, and concluded that
lager eco-towns tend to have higher operation stability, which is concordant with Bain et al.
(2010) who claimed that more diverse industrial bases were shown to produce a greater number
of by-product exchanges and collaborations. Fleig (2000) found that the greater the dependence
of the companies within the IS system on each other, the greater the risk to the stability of IS.
However, Zhu and Ruth (2013) claimed that an industrial ecosystem was less resistant and less
resilient with high inter-firm dependency.

In fact, IS systems are highly complex like natural ecosystems, to maintain their functionality
to counter stresses and adapt to external or internal changes (Ashton, 2009; Chopra and Khanna,
2014), making it difficult to manage the EIPs. Managers require decision-making tools and
processes that support the identification or selection of companies, as well as those agencies
responsible for monitoring and improving the park's operations (Chiu and Geng, 2004; Felicio
et al., 2016; Oh et al., 2005; Sopha et al., 2010). The most widely used of these methods are
life cycle assessment (Sokka et al., 2011a; Sokka et al., 2011b), material flow analysis (Geng
et al., 2012; Sendra et al., 2007; Yong et al., 2009) and environmental indicators (Kurup and
Stehlik, 2009; Pakarinen et al., 2010; Zhu et al., 2010). The use of these methods enables
managers to assess the flow of materials and the environmental impacts of companies. They
can also be used to facilitate decision making about which companies should be allowed to
participate in the park. However, there are very few methods for analyzing the vulnerability of
IS and enabling managers to improve stability and develop effective risk management.

When dealing with complex interaction and interdependency problems, the network is a good



model to simplify system structure and uncover system features (Newman 2003). In 1998, an
article by Watts and Strogatz titled “Collective dynamics of 'small-world' networks” was
published in Nature. This article introduced the concept of a “small world” and established the
small world network model. The following year, an article by Barabasi and Albert (1999) titled
“Emergence of scaling in random networks” was published in Science, establishing a scale-free
network model. These two articles immediately prompted research focusing on the
transformation of simple networks into complex networks, resulting in the widespread
application of complex networks within various fields such as physical, biological, social, and
supply systems (Allesina et al., 2010; Dobson et al., 2007; Jeong et al., 2000; Mehra, 2005;
Song et al., 2005; Zheng et al., 2007; Nair and Vidal, 2011).

In the domain of IS, network theory has been used to study the structure of IS networks (Shi
and Shi, 2014; Domenech and Davies, 2011) and the impact of short mental distance in IS
(Ashton, 2008; Ashton and Bain, 2012). It has also been used to assess the resilience (Zhu and
Ruth, 2013; Zeng et al., 2013a; Chopra and Khanna, 2012) and stability (Xiao et al., 2016;
Wang et al., 2013) of IS networks. However, little research has been done to assess the
vulnerability of IS networks. The only existing study (Zeng et al., 2013b) on vulnerability
assessment provides some evaluation indicators to evaluate nodes’ power and status and
analyzes the vulnerability against cascading failures in symbiosis networks. However, the
vulnerability assessment is conducted by a purely topological approach, and quality and amount
of the waste/by-product are not taken into consideration, which may make the result inaccurate.

The purpose of this paper is to advance the understanding of the vulnerability of IS network
and promote the application of complex network theory and information and communication
technologies into IS system. To investigate vulnerability, we employed an interdependent
network model that presents both the enterprises and the material exchange and developed a
method to assess the vulnerability of IS network under certain changes. Based on the case of
Qijiang industrial park, our main findings may contribute to the vulnerability problem in several
ways. First, the statuses of enterprises in IS network are quite different, and there are several
core nodes that influence the IS network significantly. Second, the significance of components
in IS network is also not uniform, and the components with more frequent exchange and larger
amount show greater impact on the IS system. Third, the purely topological analysis may lead
to inaccurate results, and it is necessary to consider the operation reality of EIP and regard the
IS network as an open system. Understanding and controlling of vulnerability should be an
indispensable part of IS network research and planning.

The remainder of this paper is organized as follows. Section 2 present the research
methodology applied in our research. In section 3, rules to establish an IS network and
indicators of vulnerability are introduced. In section 4, a case from the Qijiang Industrial Park
is introduced to construct a network topological structure. Both single node failure and edge
failure simulation are done on the network cascading failure transmission, and the result is
presented. Managerial insights are revealed in section 5. Finally, Section 6 concludes with a
summary.



2. Research methodology

For this study, we applied qualitative and quantitative research methods. Qualitative
methods entailed participant observation and interviews. Quantitative methods entailed a
questionnaire-based survey and simulation analysis.

2.1. Participant observation

We were appointed as technical advisors by the administrative committee of the Qijiang
Industrial Park to guide the process of designing the Smart Industrial Park program for circular
economy development planning during the period from November 2015 to April 2016. As
members of the program’s internal team, we gained in-depth insights into related government
processes and documents, as well as significant exposure to companies’ waste treatment
practices. To better understand actual operational conditions within the park, we conducted a
series of observations. These observations usually focused on waste handling facilities, or
factories visited during quick tours that were conducted whenever possible. They proved
especially helpful in ascertaining concrete waste management practices and revealed contrasts
between what respondents stated during interviews and what they actually did in practice.

2.2. In-person and telephone interviews

In-person semi-structured interviews were the primary means of collecting detailed
quantitative information about operational practices at the plant level in Qijiang Industrial Park
. Based on participant observation conducted at an early stage, a provisional interviewee list
was produced comprising 16 companies located in the park that generated significant quantities
of waste or by-products. The administrative committee of Qijiang Industrial Park played an
important role in inviting the participation of firms included in the interviewee list.
Representatives of all but two companies on the list agreed to be interviewed. Detailed notes
were made during the interviews, and shortly after their completion, interviewees were
requested to provide contact information for downstream firms. With the assistance of the firms
and, in some cases, with that of the administrative committee of Qijiang Industrial Park, further
interviews were conducted with the downstream enterprises. Altogether, 14 in-person
interviews were conducted for the empirical research component. In several cases, there were
follow-up telephone and email communications to verify information obtained during face-to-
face meetings. These interviews helped us to better understand the operational conditions of the
companies and the awareness and attitudes of the manager toward potential risks. The main
interview questions are listed in Appendix A.

2.3. Questionnaire survey

With the assistance of the administrative committee of Qijiang Industrial Park, a
questionnaire-based survey of 16 enterprises located in Qijiang Industrial Park was conducted
to investigate the specific operational conditions and existing risk management awareness and
measures taken within the enterprises. The survey provided us with input-output data for every



enterprise that could be used to weight the enterprises’ mutual influence. The administrative
committee played a critical role in distributing questionnaires to the 16 companies and
collecting completed ones from them. The distributed questionnaire is included in Appendix B.

2.4. Simulation analysis

To analyze the survey data, we charted the network topological structure and conducted a
simulation experiment on the cascading failure mode of a single node and egde. Based on our
proposed definition of vulnerability, we calculated the value of vulnerability and node/edge
betweenness after randomly removing a node/edge within the diagram of the network
topological structure. Consequently, we were able to estimate the vulnerability of each nodal
enterprise and material/energy and to identify vulnerable ones as the key monitoring targets for
reducing the network’s vulnerability.

3. The eco-industrial network and its vulnerability
3.1. Establishment of an IS network

The principles for establishing IS networks, according to complex network theory, are the
same as those described by Xiao et al. (2016) and Li and Shi (2015). We constructed the eco-
industrial network, considering enterprises within the EIP to be the nodes. The edge of the
network topological structure denoted the exchange behavior between enterprises, and its
direction denoted the direction of exchanges of materials or energy. It should be noted that
actual exchanges of materials or energy had to have occurred between enterprises within the
EIP for their inclusion in the network topology map. Moreover, the edges were assigned
weights using actual data on material or energy exchanges, thus enabling the network
topological structure to better reflect the reality. Once the network is constructed, it is possible
to understand the structural property of a system by calculating network metrics and observing
the dynamic processes of the network.

3.2. Indicators of vulnerability

Albert et al. (2000) found that there was a high price to be paid for error tolerance, as extreme
vulnerability to attacks (the selection and removal of a few nodes that play a vital role in
maintaining the network’s connectivity) is a generic property of communication networks.
Traditional network measurement indexes, including connectedness and the degrees of
cohesion and toughness, cannot comprehensively measure the functions of a network.
Therefore, in this study, network efficiency was selected as a measure of the function of a
symbiosis network. Latora and Marchiori (2001) have defined network efficiency between two
nodes as the reciprocal of the distance between them. Therefore, global efficiency can be
expressed as follows:

Egion = ﬁzi #iCi = ﬁzi * jdiij (0

This definition overcomes the defects of connectedness and the degrees of cohesion and



toughness when calculating the network’s function. However, formula (1) is only applicable to
an undirected network or to networks that are dissimilarly weighted. Therefore, based on
formula (1), Liu et al. (2011) proposed the following definition of the global efficiency of a
similarly weighted network.

1 1
Eglob =Nav - 1)21 £i%i = N(N- 1)21 # jdisj 2

In formulae (1) and (2), e;; denotes partial network efficiency, d;; is the distance between two

ij
nodes in a dissimilarly weighted network, and disj is the distance between two nodes in a

similarly weighted network.

According to the general definition of system vulnerability and its characteristics, we can
define the vulnerability of an IS network as the declined proportion of the system’s function
under external influences.

V(S T) = f(S) f(;[)S(t)] 3)

In formula (3), S denotes the system comprising enterprises within the industrial park; T is
the set of possible threats to the system; f is the measure function of the system function; f(S)
is the system function, measured by Eglobs and f[S(t)] is the system function after the threat T
attacks. Af=1(S) - f{[S()] >0, V(S,T) €[0, 1].

To verify the validity of V(S, T), we introduced node betweenness, which is a traditional
topological parameter denoting the proportion of the shortest paths passing node v; in relation
to the total number of shortest paths. Assuming that node m was linked to node n through node
k, in a dissimilarly weighted network in which the weight would be proportional to distance.
We denoted by, which is the distance between m and n, as follows:
bmn = Wk + Wikn (4)

However, in similarly weighted networks, higher weights are associated with greater
proximity of the nodes and easier transmission of vulnerability. In other words, weight is
inversely proportional to distance.

Wik * Wi

s 1 1,
bmn_ /ka+ /Wkn_wmk+wkn (5)

In this study, node betweenness b, (i) indicates the influence of one enterprise over the others

in relation to that of the others.

. 1 gs,t(i)
b, () = G 2 = =t B ©

In formula (6), g denotes the total number of all of the shortest paths connecting node vy

to node vy and g (i) denotes the number of the shortest paths connecting node v, to node v, and
passing node v;. The shortest paths were calculated using the Dijkstra algorithm (Dijkstra,
1959).

The “edge betweenness” metric is defined as the number of shortest paths between pairs of
vertices that run along an edge. In this paper, edge betweenness indicates the influence of a

material/energy or waste/by-product.
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In formula (7), &, denotes the total number of all of the shortest paths connecting node vy




to node v and & .(i,j) denotes the number of the shortest paths connecting node v, to node v,
and passing edge a; ;.

4. Simulation
4.1. A brief introduction to Qijiang Industrial Park

Qijiang Industrial Park is located in Chongqing, China (Fig. 2), which has been rapidly
expanding, relying on its advantage in terms of coal production, amounting to an annual output
of 10 million tons. The park’s main products are various aluminous products intended for
different uses, including cars, railways, and building materials. At the same time, several by-
products are produced and utilized in the park, generating the following circulatory economy
industrial chains: (1) FGD gypsum— building gypsum products; (2) Gypsum flue-gas—
ammonium sulfate— fertilizer; (3) Coal ash— concrete blocks; and (4) Aluminum scrap—
secondary aluminum— aluminum products.

Municipality of Chongging

Qijiang Industrial Park

*

Fig.2. Schematic map of Qijiang Industrial Park.

The park is a complex network given frequent intersections of material, energy, and



information flows within these chains and the presence of transverse coupling. Fig. 3 presents

the brief system network of the Qijiang Industrial Park, in which the sewage treatment plant is

linked to every node within the network.
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4.2. Weighting the mutual influence of enterprises and building a real network

To analyze the correlation between enterprises, we collected data on material exchanges and

electricity consumption in 2015 (Table 1). The materials provided by an upstream firm A to a

downstream firm B were calculated as P% of A’s total output. The weight of the mutual

influence between enterprises was calculated as a;= 5*P%. An adjacency matrix A was

developed based on the P% result (Table 2). It was found that when i =}, a;; = 5.

Table 1 Material exchanges and electricity consumption of the enterprises in Qijiang Industrial

Park.

input electricity consumption output

(10,000 tons) (10,000 kWh) (-10%)
f1 FGD gypsum:65 400 building plaster:60 m?
2 boiler slag:50.2 190 building plaster:50 m?
3 FGD gypsum :30 200 building plaster:50 m?
4 nitramine:21 3500 FGD gypsum:35 t

coal:154 electricity:512949 kWh
f5 . . 4200

synthesis ammonia FGD gypsum:60 t




fo waste water 2594 recycled water

7 carbon 803 prebaked anodes: 16 piece
8 alumina:46 485077 liquid al:38 t

9 waste aluminum:11 6000 aluminum alloy:10 t
f10 aluminum:15 3116 product 1

f11 aluminum:11 2890 product 2

f12 aluminum:1 500 product 3

f13 aluminum:1 570 product 4

f14 aluminum:7.5 1700 product 5

f15 aluminum:3 900 product 6

f16 aluminum:4 1050 product 7

f17 aluminum:4 980 product 8

Table 2 Adjacency matrix A of Qijiang Industrial Park.

f £ f f4 f5 f6 7 18 9 flo f11  f12. f13 f14 f15 f16 f17
1 2 3
fl 5 0 0 L5 0.0191 0.0098 0 0 0 0 0 0 0 0 0 0 0
2 0o 5 0 0 0.0019 0.0005 0 0 0 0 0 0 0 0 0 0 0
3 0o 0 5 0 0.0019  0.002 0 0 0 0 0 0 0 0 0 0 0
4 4 0 0 5 0.0341 0.0074 0 0 0 0 0 0 0 0 0 0 0
5 5.5 5 5 5 5 5 5 5 5 5 5 5 5 5 5 5
f6 5.5 5 5 5 5 5 5 5 5 5 5 5 5 5
7 0O 0 0 O 0 0.0021 5 5 0 0 0 0 0 0 0 0 0
8 0O 0 0 O 4.7283 4.7804 5 5 0 5 5 5 5 5 5 5 5
9 0O 0 0 O 0.0585 0.0585 0 0 5 1.7 13 13 0 15 14 15 15
fl 0O 0 0 O 0.0424  0.227 0 12727 18 5 0 0 0 0 0 0 0
0
fl 0O 0 0 O 0.0145 0.0039 0 1.0606 1.5 0 5 0 0 0 0 0 0
1
fl 0O 0 0 O 0.0195 0.0195 0 0.1515 0 0 0 5 0 0 0 0 0
2
fl 0O 0 0 O 0.0056 0.0015 0 0.156¢4 0 0 0 0 5 0 0 0 0

fl 0O 0 0 o0 0.0306 0.0098 0 0.7955 04156 0 0 0 0 5 0 0 0

fl 0 0 0 O 0.0097 0.0098 0 04242 04214 0 0 0 0 0 5 0 0

fl 0O 0 0 O 0.0095 0.0098 0 04356 04258 0 0 0 0 0 0 5 0

fl 0O 0 0 O 0.0098 0.0098 0 04163 04071 0 0 0 0 0 0 0 5

The values in Table 2 show the conditions of material or electricity exchanges between the



enterprises. Based on these values, we established a network topology (Fig. 4) using the
UCINET software (a social network analysis program). In this study, enterprise interactions
were similarly weighted. In other words, a higher weight was associated with greater proximity
of the enterprises and easier transmission of vulnerability.

Fig. 4. Diagram of the network topological structure of Qijiang Industrial Park.
Once the network is built, some statistically characteristic parameters such as clustering
coefficient, average degree and average path length can be calculated. Table 3 shows the

representative statistically characteristic parameters of Qijiang industrial symbiosis network.

Table 3 Statistically characteristic parameters of Qijiang industrial symbiosis network

number of nodes number of edges  clustering coefficient — average degree  average path length

17 84 0.0649 5.7647 1.6397

4.3. Simulation experiment and data analysis

In a real network, because of existing coupling relationships between nodes, a malfunction
occurring in one or edge would induce the collapse of others as an immediate linkage effect
that would ultimately lead to the collapse of a large number of nodes or possibly to the collapse
of the entire system. This phenomenon is known as a cascading failure (Xiao et al., 2016).
Cascading failures are common in large complex networks such as internet networks,
transportation networks, power grids and supply systems (Motter and Lai, 2002; Motter, 2004;
Moreno et al., 2002; Caldarelli and Vespignani, 2007; Sachtjen et al., 2000; Church and
Scaparra, 2007). In the IS network, if a company node lost its essential incoming edge, the
company would stop functioning and be marked as “failure.” Here, “essential” is an attribute
of the edge, which means that the input material is necessary for the normal production of the
company. In consideration of cascading failure effect, We assume that the failure of one



company node would eliminate all its outgoing edges, which might cause the failure of other
elements in the network. There are three modes of failure within a symbiosis network. Single
node failure occurs when one enterprise breaks down or drops out, multi-node failure entails
the simultaneous break down of two or more enterprises, and edge failure occurs when the
correlativity between two enterprises cracks. However, in reality, the probability of several
enterprises breaking down simultaneously is small. Therefore, we only analyzed the single node
failure mode and edge failure mode.

4.3.1. Single node failure mode

We successively removed network nodes (Fig. 5a) and calculated the value of V(S, T) and
node betweenness b, (i). The results are shown in Table 4, which indicates that in terms of
vulnerability, the effects of each node varied considerably. For example, while global efficiency
fell by 46.48% when f6 broke down, it only fell by 0.09% when f12 broke down. Some nodes
within the network were found to have considerable influence in relation to node betweenness
such as f6, 5, and 8, while some nodes such as f2, f12, and f13 had little influence. This
indicates that the power plant (f5), sewage treatment plant (f6), and electrolytic aluminum plant
(f8) exerted significant influence over the entire system, while the downstream firms had a
relatively small impact on the system. This is because the power plant supplies electricity for
all of the nodes within the industrial park, the sewage treatment plant disposes of industrial
effluents for all of the nodes, and the electrolytic aluminum plant provides downstream firms
with raw materials. If these three nodes break down, the entire system will be unable to function.
However, some downstream enterprises such as {2, f12 and f13 have little influence to the IS
system, which indicates that the counterforce of downstream enterprises is puny compared with
the huge influence of some core upstream enterprises. Therefore, it can be concluded that
enterprises located in further upstream have relatively large influence in general,
complimenting the findings by Zhu and Ruth (2013) and Chopra and Khanna (2014).

Remove the node
\ } — Remove the edge
[ _—
a b

Fig. 5. A schematic illustration of the simulation experiment: (a) single node failure mode; and

(b) edge failure mode.

Table 4 Vulnerability and node betweenness when nodes are removed.

serial Vulnerability in descending order Node betweenness in descending order
number f(i) V(S,T)% bv(i) f(i) V(S,T)% bv(i)

f6 46.48 0.4771 f6 46.48 0.4771

f5 42.57 0.4190 f5 42.57 0.4190

3 f8 21.10 0.2426 f8 21.10 0.2426




4 9 16.56 0.1458 9 16.56 0.1458
5 4 14.31 0.1277 4 14.31 0.1277
6 7 7.17 0.0868 f7 7.17 0.0868
7 f10 6.63 0.0633 f10 6.63 0.0633
8 fl1 6.08 0.0617 fl1 6.08 0.0617
9 fl 1.45 0.0002 3 0.75 0.0015
10 f14 1.13 0.0000 2 0.66 0.0015
11 f16 0.85 0.0000 f1 1.45 0.0002
12 f15 0.77 0.0000 f12 0.09 0.0000
13 17 0.77 0.0000 f13 0.09 0.0000
14 3 0.75 0.0015 f14 1.13 0.0000
15 2 0.66 0.0015 f15 0.77 0.0000
16 f13 0.09 0.0000 f16 0.09 0.0000
17 f12 0.09 0.0000 f17 0.77 0.0000

0.55 Py
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Fig. 6. A scatter diagram of vulnerability and node betweenness.

Fig. 6 indicates obviously an overall positive correlation between vulnerability and node
betweenness that was tenable for relatively high values of vulnerability and node betweenness.
However, when these values were low, this phenomenon was not clearly apparent, and there
were also some exceptions such as 12, and 3. There are three underlying reasons for this. First,
the vulnerability and node betweenness values were affected by the comprehensive influence
of the number of nodes and the weight, and could only be high if both the number and weight
were relatively high. Additionally, there are 17 nodes in Qijiang Industrial Park, which is an
insufficient number, leading to uneven results.

4.3.2. Edge failure mode

Similar to single node failure mode, we removed the edge in sequence (Fig. 5b) and
calculated the value of V(S, T) and edge betweenness b.(i,j). Because there are 84 edges
altogether in the IS network, we selected some representative ones. The results are shown in
Table 5 and Fig. 7, from which we found that the effects of removing each edge also varied
considerably. We can see that edges such as esg, €59, €5 have significant influence on the IS



system while the influence of removing es.,, s, is negligible, which indicates that the upstream
exchange of energy/material influence the IS system to a large extent. This can be explained by
cascading failure existing in IS networks - once the variations in waste quality and/or waste
composition associated with process changes take place in the upstream of material exchange,
it may lead to a domino effect, resulting in the substandard products produced by the
downstream enterprises.

In addition, as we further analyze the result data, it is found that there is a positive correlation
between the vulnerability and the amount of energy/material exchange (Fig. 8), which indicates
that the synergetic exchanges with larger amount have larger influence on the IS system.

Table 5 Vulnerability and edge betweenness when edges are removed.

ranking  e(i,)) V(S,T)% bv(i)

1 ess 32.61 0.5388
2 es 1431 03596
3 €os 12.17 03325
4 es 7.62 0.1728
5 €10 6.39 0.1542
6 es10 5.68 0.1433
7 €510 533 0.1424
8 es.11 5.24 0.1412
9 es 1.26 0.0947
10 esy 1.08 0.0843
1 ey 1.07 0.0843
12 e 0.83 0.0584
13 eys 0.67 0.0511
14 e, 0.58 0.0487
15 ey 0.08 0.0087
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Fig. 7. A scatter diagram of vulnerability and edge betweenness.
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Fig. 8. The correlation between the amount of energy/material and vulnerability.
5. Discussion and recommendations

This work focused on studying the network properties of IS network with a case of China.
We proposed an evaluation method by conducting single node failure and edge failure
simulation considering cascading failure. This evaluation method can help us to identify the
critical nodes and edges effectively. The results of the simulation revealed that the statuses of
nodes and edges in IS network vary considerably. Enterprises and energy/material located in
further upstream have relatively large influence in general, and the synergetic exchanges with
larger amount have larger influence on the IS system. In Qijiang Industrial Park, the power
plant emerges as the highest vulnerable node and the power it transmit to electrolytic aluminum
plant emerges as the most vulnerable edge from a network topology perspective, calling for
greater efforts to secure them as they may have the largest cascading impact on the IS system,
thus threatening its functionality. Theoretically, the vulnerability of IS system will be decreased
by (1) ensuring the smooth operation of core enterprises in the IS network, and (2) guaranteeing
the transmission of critical energy/material, anmatd (3) preventing the volatility of the waste
and by-product and guaranteeing the quality of them. In practice, we propose following
recommendations.

First, to ensure the smooth operation of core enterprises, we suggest the power plant and
electrolytic aluminum plant adopt a more flexible sourcing and production strategy for various
wastes/by-products in case of the fluctuation from the carbon plant. More adaptive strategies
should be adopted by the enterprises, such as increasing the stocks of essential materials and
using a more flexible production procedure (Pettit et al., 2010). This advice has been adopted
by the park’s management committee, and they have signed an agreement with an enterprise
outside the park as a standby carbon supplier. In addition, we suggest the core enterprises
expand the industrial chains by using other wastes or by-products such as CO, to produce



polymeric materials. Redundancy in an IS context is maximized by encouraging multiple
connections in the network, which means more distinct industries with similar commodity
synergies may aid in absorbing the impact of degradation of an industry in the network (Ahern,
2011). An increase in redundancy of synergies and industries in an IS may axiomatically lower
the vulnerability by favoring flexibility or plasticity of the network that provides alternative
opportunities for synergies if a node or edge is removed, thus ensuring the adaptive capability
of the IS (Chopra and Khanna, 2014). It is also recommended that the manufacturing equipment
in enterprises should be inspected periodically, considering the poor condition of it.

Second, to guarantee the smooth transmission of energy/materials, we suggest increase the
connectivity of EIP by improving the construction of infrastructure. When an EIP is understood
as a system that performs functions, connectivity is often the critical parameter —and the lack
of connectivity is often a prime cause of malfunction or failure of particular functions (Ahern,
2011). Therefore, more backup electric lines, pipes that bridge districts across the river and form
pipe cycles should be built to secure the supply, especially in the water and power network (Li
and Shi, 2015). The transportation network should also be improved, making it convenient and
efficient for material transmission.

Third, we suggest monitor the key components of wastes/by-products in real time, focusing
on the problem of inconsistent quality caused by the volatility of the key components and the
transfer of harmful elements. Cascading failure can arise from any link or kink in a convoluted
IS network, possibly leading to an irreparable amount of damage to the IS system. With too
much data to deal with, traditional management methods are no longer adequate. In
consequence, we suggest promote informationization of EIPs. The new type of industrialization
in China has a strong element of information technology in its design and is promoted by means
of a new approach to information which is described as ‘‘informationization’” (Ren, 2003). The
strategy for informationization focuses on encouraging Information and Communication
Technology (ICT) and Internet of Things (IoF) in enterprises. In order to keep track of the
operation of production process in a realtime way, it is imperative that environmental
information systems be established within industrial parks and zones to provide integrated and
reliable data (Fang et al., 2007). The data would include surveys of the members, detailed
information about inputs and outputs of materials, environmental monitoring, and other data.
The data would be collected and evaluated locally, transforming into a more visualized form
by the information system, which can be simply used by the managers of the park.

Response to accelerating market change forces firms to reform their ways of management
(Cottrill, 2000). ICTs allow firms to try new management practices through enabling them to
handle increasingly complicated information flows, to coordinate more efficiently different
internal functions, to form new supply linkages, and to develop new customer linkages (Liu et
al., 2004). In fact, managers of Qijiang Industrial Park have fully recognized the importance of
establishing an information system. In 2015, the management committee invest 120 million
CNY to build an information platform for conducting information analysis and evaluating the
potential value of the collected information. As a reward, the electrolytic aluminum plant
reduced the number of hired inspectors by 20, thereby saving labor costs of 2.6 million CNY
in one year. Moreover, real time monitoring is more accurate than human monitoring, enabling
problems to be discovered in a timely way and helping to identify and effectively avoid risks
for managers. Perhaps in the near future, EIPs may evolve into a more advanced form



combining many functions such as intelligence monitoring, information processing and risk
prevention, which we tentatively call Smart Industrial Parks (SIP).

6. Conclusions

Vulnerability as an emergent feature of a system’s ability to defend against external or
internal threats is a meaningful issue that deserve to be studied. Researchers have argued that
an increase in vulnerability of nodes may correlate with a decrease in resilience or adaptive
capability of the network (Folke, 2006; Miller et al., 2010). By applying complex network
theory, we measured the mutual influence of enterprises within an adjacent matrix constructed
for Qijiang Industrial Park and established a symbiosis network topology. We subsequently
designed and conducted simulation experiments including single node failure mode and edge
failure mode, evaluating each enterprise’s and energy/material flow’s destructive effect on the
entire network. The results indicate that the statuses of enterprise and energy/material vary
considerably. Enterprises located in further upstream have relatively large influence in general,
and the upstream exchange of energy/material influence the IS system to a large extent.
Additionally, synergetic exchanges with larger amount have larger influence on the IS system.
Consequently, we identified the most critical nodal enterprises and most vulnerable
energy/material exchanges in the industrial park. Based on our analysis, we have made
recommendations aimed at reducing the vulnerability of the symbiosis network. The necessity
and benefit of establishing information system and applying ICTs is particularly emphasized,
and we predict the prospect of EIPs audaciously.

The evaluation method proposed in this study fully considers the complexity of IS network
and correlations of the enterprises, enabling us to identify the vulnerable nodes and edges in the
IS networks in an efficient manner. This study facilitates the application of complex network
theory into IS networks and provide insights for designers and managers of EIPs. However, the
number of enterprises in this case was insufficient so that the results of the simulation were to
some extent uneven. Future uncovering studies can focus on promoting ICTs and loT
application to EIPs, and the acceleration regime for informationization of enterprises.

Acknowledgments

The study presented in this paper was fully supported by combined grants obtained from the
National Central University Project (grant numbers 106112016CDJSKO03JD01 and
106112015CDJXY030004), the Netherlands Organization for Scientific Research (grant
number 467-14-003), and the Ministry of Science and Technology, China (grant number
2015DFG62270) under the Joint Scientific Thematic Research Programme (JSTP) 2014 titled
“Smart Energy in Smart Cities”. Any opinions, findings, conclusions, or recommendations
expressed in this paper are entirely those of the authors.

Appendix A. Primary interview questions

Interview questions  Where are your raw materials from?
How do you deal with your by-products or wastes? Where do they




flow to?

What do you think is the potential risk of your company?

What would happen if your upstream/downstream companies broke
down and is there a risk emergency plan?

What do you think is the position of your company in the EIP and how
does your company contribute to the industrial symbiosis?

Have you applied any ICT in your company?

What are the main reasons you do or do not apply this technology?

Appendix B. The questionnaire distributed to companies

Company name
Data source

Product name uanti
Main product Q ke
Name uanti
Raw material Q R
Name uanti
By-product or waste Q ty
Type Quantity
) Electricity
Energy consumption
Coal
Natural gas
Use of waste heat and Output
energy Utilized quantity
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